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Industrial Security SIEMENS
Granted Certificates lngenuity for ife

Industrial
IT Security

TIA Ethernet based devices

S7- 1500 Controllers

E.g. S7-1500, 1505S, S7-300, « Development process
CP343-1 SCALANCE S, ... ‘ ‘ SCARANCE ANSOSTSE
* Protection against DoS » Certification of “Secure Product » First security level certification
attacks Development Lifecycle” for (CSPN — Certification de Sécurité
» Defined behavior in case of Division DF and PD based on de Premier Niveau)
attack IEC 62443-4-1
* Improved Availability
Find more information: hitps://www.si ns.
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https://www.siemens.com/global/en/home/company/topic-areas/future-of-manufacturing/industrial-security/certification-standards.html
http://ssi.gouv.fr/certification_cspn/simatic-s7-1518-4-version-du-micrologiciel-1-83/
http://www.ssi.gouv.fr/entreprise/certification_cspn/scalance-xm408-8c/

Industrial Security SIEMENS
The Siemens solution for system integrity lngenuity for ife
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Security Integrated
S7-1200 Security Features Overview

System Integrity

» Protection of offline project (UMAC)
» Access Protection

« Multifactor authorization

< Manipulation Protection

« Know-How Protection

« Web Server Access Protection

« Certificate authentication

e Secure communications
(OPC UA, HTTPS, FTPS, TLS...)
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OPC UA SIEMENS
Integrated security mechanisms lngenuity for ife

OPC UA Security

Selectable security policies
in Controllerand Clients
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Device/application authentication
based on certificates

OOfOO

Integrity protection
and encrypted communication

User authentication and restricted
accessto PLCtags
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Security Passwords for Demo

SIEMENS
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Full Access (Read/Write): Siemens1!
Read Access (Read Only): ReadOnly

HMI Access: <none>

Access Level Passwords:

HMI User Login

Administration (read/write)

User Name Password Access Rights
OEM OEM

Werner Werner Operator (read only)
<none> <none> Operate HMI only

Offline Project (UMAC)
Password:

User: Siemens1!

Password: Siemens1!

Know-how protection
Password (FB2):

Password: S3curlty

Write Protection
Password (FB6):

Password: FB6_write

Web Server User &
Password:

User: Siemens1!

Password: Siemens1!

Unrestricted © Siemens 2020
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User Management and Access Control (UMAC)



User Management and Access Control UMAC in TIA Portal

What is it aiming for?

Security: Protection of industrial machines/plants

+  Personalized Access instead of Password Access
« Unauthorized Access is prevented

Efficiency: Centralized management

- Of Users in a project or even for multiple projects
* Of Roles summarizing Function Rights of products
* Assignment of Users/Groups to Role/s

» Substitutes product-local solutions

Unrestricted © Siemens 2020

SIEMENS
Uﬂ@hu*yﬁm%ﬁi

UMAC

x User Name
(Password) — @ Password

® %

“Everyone with “Only qualified people
password is - are allowed"

allowed to do all*

@O oK%

(x| | |x]

[x[x] | |

Product Product [ [x [ x| |

L 0909

Product Product geee
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Security Features
UMAC - Opening a secured project

T4 Siemens

Open existing project

SIEMENS
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— Xy

Totally Integrated Automation {
ORTAL ¢

Recently used

Project Fath
L] 57-1200 Tabletop Demo V16 KTP700 V3 ap16 cu
j;S?ﬂZUDTﬁb\ele Demo V16 KTF700 V3 Secure dapls

@ Open existing project

@ Create new project

. Migrate project

sersiSiemensiDocumen its\Automation|57-1200 Tabletop Demo V16 KTP700 V3
C:\UsersiSiemensiDocumentslAutomation|57-1200 Tabletop Demo V16 KTF700 V3 S

Last change
6/27/2020 6:43:22 PM
eeeee d 6/27/2020 6:38:18 PM

<]

. Welcome Tour

[T] Activate basic integrity check
.

@ Installed software

. Help

@) User interface language

» Project view

1. Open the project called ‘S7-1200 Tabletop Demo
KTP700V3 Secured.ap16’ by double clicking on it on
the “recent projects” list.

If the project does not appear in the list, press Browse
and navigate to the ADesktop\S7-1200 Event\S7-1200
Tabletop Demo V16 KTP700 V3_Secured.ap16”

Click the “Open” Button.

usa.siemens.com/s7-1200




Security Features
UMAC - Entering User Password

Log on %

This project is protected, log on with valid credentials

/ 1
Usertype: |Projectuser -
— 2

Username: [Siemensi! 7

" T i A i i o
Password: | ***x |

Change password - DK 1 | Cancel

Unrestricted © Siemens 2020
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1.

2.
3.
4.
5.

Notice upon opening the project, you are prompted to
enter a user/password information. This project is
password protected for different users. Each user
can have different features enabled.

Select User type "Project user" from the dropdown
menu

Enter the User name: Siemens1!
Enter the password: Siemens1!
Click OK.

Go to the Project view and Savethe project under
a different name/directory.

usa.siemens.com/s7-1200




Security Features
UMAC - Users and Rules

Project Edit View Insert Online Options

[3F % B save project

Tools

¥ ERX DM

o)

Window Help
MG E R § coonline g Go offline

dr AR 2 |

Search in project

I Siemens - C:\Users\Siemens\Documents\Automation\57-1200 Tabletop Demo V16 KTP700 V3 Secured\S7-1200 Tabletop Demo V16 KTP700 V3 Secured

5§7-1200 Tabletop Demo V16 KTP700 V3 Secured » Security settings » Users and roles

SIEMENS
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1. Go to the Security settings in the project tree and

double-click 'Users and roles'.

2. Notice There are two users for this project:

+ 'Siemensl!' Has full Administrator rights

¥ ] 57-1200 Tabletop Demo W16 KTF700 V3 Secured
EF Add new device

gy Devices & networks

I':m CPU 1215C [CPU 1215C DC/DC/DC]

h HMI KTP700 [KTP700 Basic PN]

% Ungrouped devices
F;’.‘ Security settings
§3 Settings

e o
1 Users and roles

{ v

1

» E=2 Securityfeatures
E Cross-device functions
:,i Commeon data

I—j]] Documentation settings

- v v w

P_@ Languages & resources

-

Tg Versien control interface

v (1@ Online access

4 r\-_w Card Reader/USE memaory

§ Siemensi!

FXT ]

|L| Password

i User2

EEEHEEAE K

Password

J Devices || Plant objects | n
S = & | L 2
Users
Users 2
MName Version User name rd Authentication LA

a2 .
f Siemensi!

« 'User2'is limited to a Read Only role.

| A user with 'Engineering Administrator' role can create

User2

-

NeEWw

user=

new users, new Roles, and assign Roles to the different
u -

2
Assigned user gron#ps " Assigned roles "

Assigned rights

Assigned roles
Astigned to

e e s e =i

- e e e e e e e e 2
w0 a0 ab -3

)

000000000008

Na‘m-e

Engineering administrator
Engineering standard
HMI Administrator

HMI Operator

HMI Monitor

NET Administrator

NET Standard

NET Diagnose
MNETRemote Access

MET Administrator Radius
MET Radius

Read Only

Admin

Description

System-defined role "Engineering a.
system-defined role "Engineering s.
System-defined role "HMI Administ...
System-defined role "HMI Operator”
system-defined role "HMI Monitor”
System-defined role "MET Administ...
system-defined role "NET Standard”
System-defined role "MET Diagnose”
System-defined role "MET Remote ...
system-defined role "MET Administ...
System-defined role "MET Radius™
Userdefined role

Userdefined role

Assigned user grou

i

Assigned roles
Assigned to

a0 e a0 e el

- e il o e wlc i wfl> il > e
A a0 el e

L

O000O00O0O0OOOO

Mame | Description

Engineering administrator System-defined role "Engineering a.
Engineering standard System-defined role "Engineering s.
HMI Administrator

HMI Operator

System-defined role "HMI Administ...
System-defined role "HMI Operator®

HMI Manitar System-defined role "HMI Monitor®
MNET Administrator System-defined role "NET Administ...
MNETStandard System-defined role "MET Standard”

MNET Diagnose System-defined role "MET Diagnose”
MET Remote Access

NET Administrator Radius

System-defined role "METRemote ...
System-defined role "NET Administ...

MNET Radius System-defined role "METRadius®
Read Only User-defined role
Admin User-defined role

usa.siemens.com/s7-1200
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CPU Access Level Protection



Security Features
CPU Access Protection

Access level

SIEMENS
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Select the access level for the PLC.

Access level

':" Full access (no protection)
() Read aceess
C' HMI access

Hhl

L4 4

MCCESS
Read

v
A4

Wirite

ACCESS PEFmI...

Fassword

LR
L8 0

LR

_@' Mo access (complete protection)

Ho access (complete protection):

TIAPortal users and HMI applications will not hawe access to any functions.

Mandatory password:

For full access, TIA Portal users need to enter the "full access” password.

Optional password:

A"read access" password can be defined for read access to all functions.
For access by HMI applications, an "HMI access” password can be defined.

Sorne HMI dewvices do not support all possible characters. If you want to access the PLC from an HMI device,
use only the standard characters, Please refer to the documentation of the device,

The following slide describes how to configure an access level and enter passwords for
an S7-1200 CPU as of V4.

Foran S7-1200 CPU, you can enter multiple passwords and thereby set up different
access rights for individual user groups.

The passwords are entered in a table in such a way that exactly one access level is
assigned to each password.

The effect of the password is given in the "Access level" column.

The password inrow 1 (Full access (no protection)) allows access as if the CPU
were completely unprotected. Users who know this password have unrestricted
access to the CPU.

The password inrow 2 (read access) allows access as if the CPU were write-
protected. Users who know this password have read-only access to the CPU.

The password inrow 3 (HMI access) allows access as if the CPU were write-
protected and read-protected so that only HMI access is possible for users who
know this password.

usa.siemens.com/s7-1200




Security Features
CPU Access Protection

J Devices H Plant objects

$7-1200 Tabletop Demo V16 KTP700 V3 Secured » CPU 1215C [CPU 1215C DO/DT/DC]

SIEMENS
Iug,u\uily—for&‘fa

|5'? Topology view ||EE,J Network view

||—[|'|’ Dev

Mame

ﬁ Add new device
i Devices & networks

- [ CPU 1215C [CPU 1215C DUD%

¥ 7 57-1200 Tabletop Demo V16 KTP700 V3 Secured

Version

n'f Device configuration ¢

1

4| online & diagnostics
» [ Program blocks
v [ Technology objects
} External source files
» [ PLC tags
» [l PLC data types
b [5 Watch and force tables
] E Online backups
3 r=£ Traces
» i3 OPC UA communication
] i Device proxy data
B0t Program info
/&) PLC alarm text lists
] h Local modules
» i HMIKTP700 [KTP700 Basic PN)
» I Ungrouped devices
~ &g Security settings
§3 Settings
### Users and roles
b E=d Security features
» [3@ Cross-device functions
» ﬁ Commen data
» 5] Documentation settings
» r:@ Languages & resources
» Ea Version control interface
» [jg Online access
» [ Card Reader/USE memory

Unrestricted © Siemens 2020

00 rack

3

wéz

J General " 10 tags " System constants " Texts |

|§, Propertgs- |"i.'. Info

PR

Diagnostics

i

system and clock memory
~ Wieb server

General
Automatic update
User management
Watch tables

» Userdefined pages
Entry page

Protection & Security.

Access level

Select the access level for the PLC.

Overview of interfac
Multilingual suppo 3
Time of day

 Protection & Security

Access level »

Access level

(_) Full access (no protection)
(O) Read access
@ HMl access

() No access fcom@uion)

Access

HMI Read Wirite Password

wwwwwwww

<44

AcCcess permi..

= F  reeeaEs [~
\'d

Double-click "Device configuration” under the CPU
in the project tree.

Select the 'Properties’ tab in the inspector window
Go to 'Protection & Security'.

Notice: The CPU is configured for "HMI access"
level only. With this access level, only HMI access
and access to diagnostics data is possible without
entering a separate password.

Without entering the password, you can neither
load blocks and hardware configuration into the
CPU, nor load blocks and hardware configuration
from the CPU into the programming device. In
addition, the following is not possible without a
password: Writing test functions, changing the
operating state (RUN/STOP) and firmware
updates.

Additional access to online features such as
read/write of the logic will require the appropriate
access level password once this project is
downloaded.




Security Features SIEMENS
Download Secured CPU Project lngenuity for ife

e Optiong  Tools  YWindow/ Hel
Froject Edit View Insert Online Options Toolfs :E w I.')! cﬂ! J=u_||| ‘m
Gf (3B saveproject  F X g 3 X 2

Project tree

1. Select the CPU1215C in the project
tree. The download is based on what

Search in project- EREE

Download to device

J Devices || Plant objects | |5'? Topology view ||5Eh Network view ||—[|'|‘ Device view_ I has focus in the project
S s =
N [ 2. Select the Download icon on the
Name Version \00 E
~ [ 57-1200 Tabletop Demo V16 KTE A~ c?\5>c’ toolbar
¢ Add new device 7 1 .\'Lw +’1,
. q ol . . . . « e
ghy Device: & networks © N 3. Since this project is overwriting the
~ [/ CPU1215C[CPU 1215C ;
Y Device configuration roect |n the CPU the
4/ online & diagnostics 103 102 p J ; ) . !
» gl Program blacks 00 rack Software synchronization before loading to a device synChronlzatlon dlalog may appear
» [ Technology objects “ . .
» External source files ! The CPU contains changes that cannot be automatically synchronized. SeleCt the Contlnue Wlthout
» [ PLCtags A A~ A
» g PLEC dagta types ! Software synchronization Status | Action SynChronlzatlon bUtton and Contl nue
» ';%tWatch and force tables I ¥ CPUizisC .
» [ Online backups ! ™ ‘Program blocks® Note
» [Z Traces H ¥ ‘Demo’ - .
» [i@ OPC UA communication (V] Sta.rtup [OB100] @ uploadand overwrfte fn the proj.ect You may be presented Wlth the
» [, Device proxy data (V] Main [OB1] [ ] Upload and overwrite in the project
m'i Program info 0 Analog Pot Control [FC4] [ Upload and overwrite in the project "Extended doWnload to deV|Ce“ popup. If
E] PLC alarm text lists (V] Cap Placement [FC11] @) Upload and overwrite in the project . )
3 . <[ ) - D ou need assistance, please review the
¢ | Local modules
» F‘_E' HMI KTP700 [KTP700 Basic PN] 0 PID Fan Cantrol [OB200] (1] Upload and overwrite in the project " o o
» [id Ungrouped devices | " (V] Paddle Control FB [FES] [ ] Upload and overwrite in the project mOdUIe 04 Onll ne Mal ntenance &
= - - General (i)| Cross-re 0 Paddle Control FB_iDE [DB3] (1] Upload and overwrite in the project 0 e g "
- 53 Security settings = P proj | - _
= iﬁ Settings @ 1 ﬂ Show all mesz: 0 ‘Mnd.shield Wiper FB [FB7] (1] Upload and overwrite in the project DlagnOStIC FunCtlonS for Step by Step
ﬁ Users and roles -Mo messages exist which 0 ~ T — - InStrUCtlonS on proceedl ng o
» Ea2 Securityfeatures 1 Fath (V] Conveyor Control FB [FBS] @0 Upload and overwrite in the project
] E Cross-device functions | < " I |
» [g# Common data 3
» [5] Documentation settings
3 r:@ Languages & resources - - - - . . _ kY e
b E&f Vreleten men] ea Offlinelonline comparison synchronize Continue wnh:-ut:ynchromzatlon i | Cancel
» [jg Online access |
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Security Features
Download Secured CPU Project

Load preview
9 Check before loading
Status ! Target lMessage Action
4 & ~ cruizisc Readyfor loading. Load 'CPU 1215¢C"
1 ~ Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.9. by use of firewalls and network segmentation. For
maore information about industrial security, please visit
H http:ifwww.siemens.comlindustrialsecurity 1
0 » Stop modules The modules are stopped for downloading to device. stop all
(V] } Device configurati... Delete and replace system data in target Download to device
0 » Software Download software to device Consistent download
0 Text libraries Download all alarm texts and text list texts to device Consistent download
<] i I3
F 4
Finish ‘ E Load i r

Unrestricted © Siemens 2020
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Note: Since this project has changes to the hardware
configuration of the PLC (access levels configured), it
will require a STOP of the PLC.

1. Select "Stop all' from the dropdown menu when
prompted.

2. Select the 'Load’ button. This will load the project
with the new security settings into the CPU.

3. Then the 'Finish' button on the next screen.

o Status and actions after downloading to device

Status ! Target Message Action
U, @& ~ cruizisc Daownloading to device completed without error, Load 'CPU1215C
(V] » Start modules Start modules after downloading to device. Start module

E Finish ﬁ Load Cancel

usa.siemens.com/s7-1200




Security Features
Access Levels — Read Only

Devices

$7-1200 Tabletop Demo ¥16 KTP700 ¥3 Secured *» CPU 1215C [CPU 1215C DC/DC/DC] * Program blockg

u » Wain [OB

-,
=)

= r:i:. Pragram blocks
ﬁb' Add new block
& Diagnostic error interrupt [OB..,
4 Startup [0B100]

» [Z2] Custom User Webpage
b [E] Data Logging & Recip
= [&] Demo
4 Main [0B1]
& ~nalog Pot Control [FC4]
& Cap Flacement [FC11]
2 Paddle Control FB [FEG]
2 Production_FE [FEG]
& Windshield Wiper FB [FE7]
@ CurrentTime DB [DBD]
@ GlobalData [DBE12]
@ HMI[DEZO]
@ HSCFan [DEB]
W Paddle Control FE_IDE [DBZ
W Production_FB_iDE [DB45]

W Windshield ¥wiper FE_IDE [...

» [E:] Motion

» [&] PID

b [E] Security

b o Systern blocks
» [ Technology objects
» L External source files

Z1: 3

< i

G T L, EAED8: @t 2t OB ED = ad & 6

» Reference projects

v | Details view

HbF Al =0 - =+ 5

¥ Block title:
¥ Project:...

"Wain Program Sweep (Cycle)" Passwaords for this demo project

¥  Network1: Security Block

Camment
%DB17
"Security_iDB"
%FB2
"Secutity FB"
EM EMO
"Passywaord RW_PW_
Control".Full_ . E;as\lid — Apassword is neede
ea i
PO __ Enahle_ R Engblea L a protected device
"Passward HMI_P_
Contral”.Read_ Enahledi—t:
PWD —Enable_Read Code Changed—fe
%htd1.2
"AlwaysTRUE" — Enable_HmI
"Checksum",
Checksum_RT —{ checksum

3 Maturnrl 7=

Matarmine Main Sean Tirme

SIEMENS
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1. Open the "Main {OB1}" block in
the project tree under the Program
blocks/Demo folders.

2. Select the Monitoring On/Off icon
in the editor window toolbar ==

3. Enter the CPU Read access
password: ReadOnly

4. Click OK

Notice:

Regardless of entering the correct access level
password, the system does not grant you
access. This is because we have implemented a
secondary user authentication with the
ENDIS_PW instruction before entering the
correct access level password. This second
authentication could be a unique user login on
the HMI, employee badge, key switch, etc.

This feature prevents unauthorized users from
having access to certain functions despite having
the access level password (for example a "sticky
note" with the ‘admin' password).

usa.siemens.com/s7-1200
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Security Features SIEMENS
Secondary Authentication with 'ENDIS_PW'" Instruction lngenuity for ife

7 Network 3z Access Level Fassword Conirel You can use the "ENDIS_PW" instruction to

cormment specify whether configured access level
password may be enabled or not for the
EMDIS_PW CPU. Therefore, you can prevent
Er EMOD 4 legitimated connections even when the
True —REQ) Ret_swali— #EMDIS_Retval correct password is known.
TrUE—F_PWD #Failsafe_Pyw_
#Enahle_RW —FULL_PWD F_PWwD_On—Enabled o _
#Enable Read —R PWD FULL FWD ON—#RW PW Enabled With inputs g_t each access level being
HENablE. Hil — H—Ml WD == R TRUE condition, you. therefore enaple
- - = access to the PLC with the respective PLC
R PYWD O _|Er'|abled
— = access level password(s).
AHMI_PYy_
HiI_PwD_Orf—Enabled

In this exercise, we will utilize HMI user
logins as the secondary access
authorization, however this could be in the
form of any other type of input (i.e. key
switch, ID Badge, etc.)

usa.siemens.com/s7-1200




Security Features
2-level Authentication

S7-1200: Compact Controller with Advanced Capabilities

Idle " 10000

Program Setpoint Checksum
C96DOD D4 05 02 24 AD

Program Running Checksum
C9 6D OD D4 05 02 24 AD

Approved PLC Access Level {3}

Security

Unrestricted © Siemens 2020
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We will now enable the secondary access level so that
we can go online with our project using the Read Only
access level.

1. On the HMI, go to the "Security" screen

{2} Notice:

The screen shows that only "HMI" access level is
authorized. Both "Read Only" and "Read/Write"
access levels are not authorized yet because the
appropriate user has not logged in.

2. Press the ellipses in the 'Operator' field to open the
user login screen.

usa.siemens.com/s7-1200




Security Features SIEMENS
2-level Authentication ngenuity for Life

S$7-1200: Compact Controller with Advanced Capabilities 1. Enter 'Werner' as the username
2. Enter 'Werner' as the password

User Name _
/ Idle " 10000 Worios (Password is case-sensitive!)

Werner 3. Press 'LOGIN
4. Close the screen by pressing
Password Program Setpoint Checksum '‘CLOSE'

C96D 0D D4 05 02 24 AD

FEEEEEEE

{ ! } Notice:
You now have logged inwith a

user who has "Read Only"
authorization.

Program Running Checksum
C96DO0OD D4 05 02 24 AD

LOG OFF Approved PLC Access Level n
(v [ oo Only

Security

Unrestricted © Siemens 2020
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Security Features SIEMENS
Access Levels — Read Only lngenuity for ife

1. Open the "Main {OB1}" block in

— / 2 = the project tree under the Program
evices
(B R |ldezz wcmnEpgr a6 aaS =% ad &2 G blocks/Demo folders.
o e
= 1571200 Tabletop Dermo 16 KTP700 VD || - wame 2. Select the Monitoring On/Z% icon
E° Add new device | dF e 0= - = 53

in the editor window toolk __*
gﬂ-h Cevices & networks

*  Network 1: Security Block
~ [ cPU 1215C [CPU 1215C DCiDCiDC] D

Comment 3. Enter the CPU Read access
[T Device configuration =
% Online & diagnostics paSSWOFd: ReadOn |y
~ [l Program blocks . %Dm? . .
I Add new block L security_iDB 4. Click OK.
4 Diagnostic errar interrupt (08, %FB2
4 Startup [0B100] "Security FB"
0 - Gl et ey = EN ENO You are now online monitoring
b [t:] Data Logging & Regifie 1 I RYWY PV ith " Va
- [ts] Demo b |- _Fasspord Erablod | false OB1 with "Read Only" access
2B Main [OB1] : U Read PW :
& Analog Pt Contral [FC4] PWD Enahle_Ry egngblea N CPU™TZTY rlght_s_to the PLC Any . .
: E:;d?;aéinfgltg;i;]ﬁ] "Passward HMI_PYY_ A password is ne ead-pratected blocks of modifications in the prOJeCt IS
" Enabled | aprotected devite, . . .
& Froduction_FE [FB3] Control 'Riﬁa_mable ond Sy — /?1 3 pOSSIp|e, F)ut will require -
LU - 4 authorization for "read/write"
@ CurrentTime DB [DBE9] %ohd1.2 .
@ GlobalData [DE1E] “AhwaysTRUE' — Enable_ HMI access before downloading to the
WDl IEESE) "Checksurm”, CPU.
: ;chtlileeagn[ﬁtBrgI]FB iDE [DB= Checksum_RT—]checksum . .
@ Production, 8. iDB [DB4S] Optional step: If you log off via the
< M indahild iper £5 1051, HMI, you will automatically be kicked
> Reference projects P Network 2: Determine Main Scan Time off online access in TIA Portal as the
R 3 Netwnrk 3+ | aral Time far HMI Disnlas and NDara T an

"Read Only" Access level has been
revoked.

usa.siemens.com/s7-1200
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Security Features

Read Only Protected Blocks

Devices

...abletop Demo ¥16 KTP700 ¥3 Secured » CPU 1215C [CPU 1215C DC/DC/DC] *» Program blocks »

o The black is can only be read because it is write protected. : | =

T ol

|1 57-1200 Tabletop Demo 16 KTPZ00 v:Ed @ [~ |
EF ~dd new device [l
oy Devices & networks
~ [ CPU 1215¢ [¢PU 1215¢C DCDCDC|Ed @
Y Device configuration
) online & diagnostics
~ g Program blocks
E Add new block
& Diagnostic error interrupt [0B..
& Startup [OB100]
» [&2] Custom UserWebpage
» [&z] Data Logging & Recipes
~ [&] Demo
& hain [0B1]

HF i = — < 5

¥ Block title: ...
Comment

v W Reset Paddle Count
Caollapse

M cut Chrl4
5| Copy Ctr+C
| T2 Paste Crl+y

#Reset_Count
Define tag.. Cirl+ShiftH { }
Renarne tag.. Ctrl+5hift+T

Paddl Rewire tag,.

& Analog Pot Contral [FC4]

& Cap Flacement [FC11] 1

46 Paddle Control FE [FBB] /-
28 Production_FB [FE9]
& windshield wiper FB [FE7]
@ CurrentTime DB [DE9]
@ GlobalData [DB18]
@ HwI [DE30]
@ HSCFan [DEB]
@ Paddle Control FE_iDE [DEZ
W@ Production_FEB_iDE [DBE45]
@ windshieldwiper FB_IDE [...
» [%2] Motion
» &2 FID
- [&2] Security
2 GetChecksurmn [FEE07]
28 Security_FE [FB2]
@ Checksum [DE16]
8 GetChecksum_iDE [DB13]
W Password Control [DE12]
a8 Security_iDB [DB17]
b o Systermn blocks

Unres

» [ Technology objects

Copy a3 text

Cross-referéhces
Cross-referance information  Shift+F11

Pad Campile

Download fo device

(% Insert netwark Ctrl+R
? Insert STL netwark
Faddlg Insert SCL network

Lea Set netwark title autormatically

hd Metwork 2: Determine Paddle Directian

Comment

"GlobalData".
"Hil" Production, %Q8.0
PaddleDirection EnableProduction "Paddle_Direction”

] | | [ }
LI |/I LT

SIEMENS
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1. Open 'Paddle Control FB [FB6]

2. Attempt to delete network 1 —you will
find this is not permitted. Likewise any
modification to FB6 is not permitted
because the block has "write protection”
enabled

3. Click on the indicator at the top of the
block interface. 13

{3} Notice: the message at the top of the
block interface indicating the block is

write protected).

Once a block has been assigned as
write-protected, it is impossible to edit
this block and any subordinate (nested)
blocks unless the write protection
attribute is removed from the block
properties.

usa.siemens.com/s7-1200
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Know-How Protection



Security Features
Know-How Protection

PWDP] + agiam Mocks +
X S8-WMEETW C0D '
Inteetac
..... =. —

e fotee
“4se ey
3
2

: _: ..“. o Sle st 8 ‘
; ’ e
w [£g) STD_BLOCKS P p— .
38 control_conveyar_bele [FC1) — —X o
k- gcontrol_fill_level [FC2] I r o
2 control_heating [FC3] -
» [ Technological objects

» :E Estemal source files

TIA Portal

Password

SIEMENS
Ihg,u\ui(yﬂforb‘fa

Security Highlights

For SIMATIC the provides several security features to protectyour

iInvestment against unauthorized reading and copying:

Increased Know-how Protectionfor Programs
Prevents reading, content copying and unnoticed changes of program blocks

Protects program blocks in the engineering projectand in the controller

Program block protectionin projects and libraries

usa.siemens.com/s7-1200




Security Features
Know-How Protection

ices

» [iz] Data Logaing & Recipes
~ [&] Demo
2 Main [OB1]
& Analog Pot Contral [FC4]
4 Cap Flacernent [FC11]
2 Paddle Contral FB [FER]
2 Production_FB [FB3]
& ‘Windshield \Wiper FB [FB7]
@ CurrentTime DB [DB3]
@ GlobalData [DB18]
@ HMI[DE20]
W HSC Fan [DEA]
@ Paddle Control FE_IDE [DB=
W@ Production_FB_iDE [DB45]
@ ‘Windshield Wiper FB_iDE [...
» [&] Motion
» [&] FID
¥ 2] Security
I GetChecksum [FESET] 1
28 Security_FB [FB2]

i
8

b
%

PeaEB =z gl &7 G

@ Checksum [DE16] Q
S8 GetcChecksum_iDE [DB15) [*]
W Password Contral [DB12] @
88 Security_iDB [DB17] 9
» IS5 Systern blocks [*]
£iﬂ Technology objects .
Il ]
ference projects
tails views
= Address

Unrestricted © Siemens 2020

-+ =
HF HiF —0— {7} — Gk

-

Metwork 1: Security Block

r oK 1 cancel?

Comrment
%DB17
"Security_iDE"
%FB2
"Security_FB"
EM EMO
RAWY_Pyy Fj
FALSE = = .
"Password Enabled --if
Cantrol”.Full_ Read Pw_| TI Enter password for ' Security_FB':
PD - Enatile_Rw Enabled— 4
| |
HMI_PYW_| Tl
" TRUE Enabled|—f
assword
Control”.Read_ F
F%D — Enable_Read Code Changed ~=174
TRUE
%h1.2
"AlwiaysTRUE" — Enable_HMI
"Checksum”,
Checksum_RT —| checksurm
Maohuwnrl 7 Netermine Main Sean Tirme

SIEMENS
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Double-click on FB2 "Security FB" from the
project tree to open the block

You will immediately be prompted to enter a
password. This is the Know-How password.

Click Cancel.
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Security Features SIEMENS
Know-How Protection ngenuity for Life

| Il it el = B == == = % - PN B = %) _‘I.I e S e = ouy Es cam o LI |} "*-nJl:cIILFIIIIIEIU (== g “ra [ ]
2 # 1. Notice the Block opens, but the logic within is
ices he block is read-only because it is know-how protected. * 1 Opt .
ey E hidden.
5 Dots Louging & Hcnes o e v 2. There is also a message at the top of the block
- [ Demo e |+ V- - < 3% al indicating that the block is know-how protected.
& Main [081] 9 |+ Blocktitle:
— gs'ﬁlizzﬁnﬁ':t[fg?] :_ Comment 3. Also notice the block is shown to be know-how
& Paddle Contral F [FBA] [ protected via the "lock” symbol in the project
& Production_FE [FES] ) tree
& Windshield Wiper FE[FE7] @ / 1
@ CurrentTime DB [DE9] &) v
@ GlobalData [DB18] ® = Naw
@ HMI [DE20] Q9 —
@ HsC Fan [DBE] @ » B
@ Paddle Control FE_IDE [DEz @ b e
@ Froduction_FB_iDB [DB45] O_ v
@ windshield wiper FE_iDE [, @ v T
¥ (%] Motion & v I
L ol et Checksum [FEST] i
T [Ez] Se y B
& GetChecksum [FES07] . 1 . , E;
of Security_FB [FB2] /n 5 E |:|.-| rlt}'l_F E [F E 2] , E
@ Checksum [DB16] ’ B
ol GetChecksy Hau B j/ - ChEC"iSLIrT'I [DE1 El] ‘.
@ Password Co 2 l"] .
4 secury o o8 GetChecksum_IDE [DE
r g em blocks

@ Password Control [DE1 2
o8 Secunty_IDB [DB17]
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Security Features SIEMENS
Know-How Protection ngenuity for Life

1. Double-click FB2 again from the project
tree to open the login prompt

@ CurrentTime DE [DED]
@ GlobalData [DE18]
@ HMI[DB30]

@ HSCFan [DEA]

, 2. Enter the following know-how password:
Enter password for

@ Paddle Control FE_IDE [DBES= / S3curlty
@ Froduction_FB_IDE [DB45] | 4 |*H*Hﬂl / | .
@ ‘windshield Wiper FE_iDE [... 3. Click OK
b (2] Motion
b (& PID

¥ [t2] Security
28 GetChecksum [FEEIMI

30 Security_FB [FB2]/

W Checksum [DB16]
M Getchecksum DR IDR1S] e}

Unrestricted © Siemens 2020
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Security Features SIEMENS
CPU Protection lngenuity for ife

...00 Tahletop Demo ¥16 KTP700 V3 Secured » CPU 1215C [CPU 1215C DC/DC/DC] v Program blocks » Security » Security FB [FB2]

Devices

!

W S

i
2
=
&%
o8
%’\
|

S 1. It is now possible to view and modify the code

>

» [E] Data Logging & Recipes

« 5 Dermo —HF ik =0 - 4 5 i i
= v owii - Block title: 2. The Know-how protect option is selected
& Analog Pot Control [FC4] Cornrhent

4 Cap Placement [FC11]

|
N E

& Paddle Control FB [FB6] w  Network 1: wverify secondary user access level .
Note: To make changes to the protection level of a
& Production_FE [FES] Comment .
& Windshield Wiper FB [F67] - block the editor needs to be closed and the CPU to
@ CurrentTime DB [DB3] 1 . .
@ GlobalData [DE18) "HMI" Logged_ cgﬁfﬁ;ﬁﬁ‘ be offline.
@ HMI[DE20] In_User PO
@ HSCFan [DB6) - | e
§ Paddle Control Fe_iDE [DBS = _| String | 1S}
W Production_FE_iDB [DB45S] OEM"
W Windshield Wiper FB_iDB [... #lser OEM N
= - Passward

' = Motion Contral* Read_

» &l FID PWD

w [&] Security
& GetChecksurm [FBE07] o {s}
28 Socurity_FB [FE2] Ll HN‘” -LIDIQQBU_

W Checksum [DE16]

of GetChecksum_iDB [DB15]
W Password Control [DB12]
o# Security_iDBE [DB17]

100% — | orohirmmann

@ properties % Info 4|2l Diagnostics |

—

General H Texts || FB supervision definitio...

[
[
[
°
[
[
[
°
°
[
[
[
°
[
[
[
[
[
[
[
[
[
[
[
[
[
°
®

b g System blocks General z
» [ Technology objects Information Riotecion E
3 External source files Time stamps Know-hovy protection 2
» L3 PLCtags Cornpilation
» Eu PLC data types ) The black is protected. (164) |
» F?l ‘atch and force tables Attributes ‘ i |
» L& Online backups Download without reinitializ..,
» [ Traces . :
» [@ OPCUA communication viite protection
» [if, Device proxy data

Write protection

B8 Program info

Z] PLC alarm text lists
» [ Local modules | Define password |

3 ’El HMI KTPZ700 [KTP? 00 Basic PH]

» i3 ungrouped devices

‘The password forwrite protection has not been defined

Copy protection
= 5 Security settings
<] il ] | Mo binding [~
> i Reference projects Serial number is inserted when downloading to a device or a memaory card.
S Pl m Tl = e T v T v i |l
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Editing Know-How Protected Blocks lngenuity for ife

Project Edit  Wiew Insert  Online  Options  Tools  YWindow  Help

SFChEd sevepoiect B M s X D 3 MG E G coonline F coofie B2 P88 % | || [cccocinpoecs | a | 1. Modify the block by adding a normally open contact

\ 1 with the “Always TRUE" %M1.2 variable as shown
Devices 2

2. Select the download icon on the toolbar to download
[ =|| & 2k =k = W =B 2 e =] 62 6o oM G = 1z 1 &
i i B 2 N Ol 8: @ E:HE BB Y S 4. the program change to the CPU. I

~ | 57-1200 Tabletop Dermo ¥16 KTP700Y3 5 |~ o | - B
B Add new device el il et = aJF
ﬁg‘h Devices & networks
~ [ CPU1215¢ [CPU 1215C DCDCIDC] Metwork 1: wverify secondary user access level
[|T Dexjflce cor?ﬂgurat{nn Corament
"] online & diagnostics
~ r:EL Program blocks P q
. asswar
B Add new block "HMI" Logged_ contral” Full
2 Diagnostic errar interrupt [OBE2] In_lser PWb -
& Startup [OB100] = = |
b [£z] Custom UserWebpage —| . {s)
= _ : String |
b |tz| Data Logging & Recipes ' )
b (5] Demo OEH 1
b [&:] Motion #lser_OEM "Passyvurd
b izl PID Whd1.2 Contral”.Read_
- [ security "AlwaysTRUE" D
2F GetChecksum [FES07] | {s}
20 Security_FE [FBZ] N "HMI" Logged
@ Checksum [DB16) In_User
o8 GetChecksum_iDB [DB13] ==
@ Password Control [DB12] String
o8 Security_iDE [DB17] 'Siemens’

Unrestricted © Siemens 2020
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Security Features

Editing Know How Protected Blocks

9 Check before loading

Status ! Target
@ ~ cruizisc

0 > Passwiord
V]

(] » Software

User Name

<]

Password

Message
Ready for loading.

Passwaord required.

Enter a password to gain full access to the module “CPU1215C7,

Download software to device

Action

Load "CPU 1215C
/ 1
HHANNNAN AN

Consistent download

N

CLOSE

Finish |

SIEMENS
Iug,eb\uily—for&‘fa

. Since the online access that is currently enabled is

"Read Only" the "Read/Write" access level must be
obtained to be able write to the CPU. Enter the Full
(read/write) access password: Siemens1!

. Notice: You are unable to enter the access level

password for "Read/Write" until a user with
"Read/Write" access rights is logged in via the HMIL.

. On the HMI, Login with the following User

credentials:

User Name: OEM

Password: OEM (all caps)

[See Page 21 for logging in via HMI|

. Now re-enter the access level password from step 1

above and hit Enter. You should now be able to click
the 'Load' button. Continue with the download.

usa.siemens.com/s7-1200
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Security Features
Manipulation detection with digital checksums

S$7-1200: Compact Controller with Advanced Capabilities

Idle " 10000 OEM

Program Setpoint Checksum

Co96DODD4 05 02 24 AD

Program i ksum

7 34 BF 8F DB 3C 37 6E

Approved PLC Access Level

___Hv [ Read Only |

Security

Unrestricted © Siemens 2020
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After compiling and downloading the modified code, the
program checksum has changed. Therefore, the
operator is alerted on the screen of a mismatch between
the initially commissioned checksum and the new
program checksum.

This feature can be used to monitor unauthorized
program or firmware changes. It is also possible to
monitor changes in text lists to prevent masking of
alarms.
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Security Features SIEMENS
Use HMI to view the CPU webpage lngenuity for ife

1. Go to the Web server screen on the HMI to connect

SIEMENS S| MAT'C HMI to the CPU webpage
2. Click the ENTER button

S7-1200: Compact Controller with Advanced Capabilities

Idle " 10003 @

~
SIEMENS mall simatic-controller service&support download certificate

English __:J.

o 2] 2] 2] =] 2] 2] =

Unrestricted © Siemens 2020
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Security Features SIEMENS
Use HMI to view the CPU webpage lngenuity for ife

Notice the Web Server shows limited information.
SIEMENS SIMATIC HMI The CPU has been configured to restrict access in

the webserver unless someone is login.

1. Loginto the web server with the following
S$7-1200: Compact Controller with Advanced Capabilities credentials:

Username: Siemensl! (case-sensitive!)

Idle " 10003 : .
Password: Siemens1! (case-sensitive!)

ATIC 1200 Station_1 / CPU 1215C 7z This allows access to all the webpage functions.

IC 1200 Station_1

» Start Page :
2 General: Il 100%

SIS Project Name: @ Properties  [*}Inf
General " 10 tags " System constants ” Texts

ji ¥ AQTS | board ~
» Introduction TIA Portal: Q1 signal boar Web server
} High speed counters (HSC)

Station name: b Pulse generators (PTOIPWM}

General
Startup
Module name; Cycle
> Communication load E Activate Web server on all modules of this device
System and clock memory [ Permit access only with HTTPS

~ Vieb server

G | q
enere Automatic update

Automatic update
User management

Wstch tables [¥ Enable automatic update

» Userdefined pages
Entry page
Overview of interfaces

Update interval: ‘ 5 5 |

User management

Multilingual support
Time ofday

~ Protection & Security Mame Access level Paccword
i i Access level E d Mini
Unrestricted © Siemens 2020 _ versbody inimum [l =
Connection mechanisms Siemnens1! Administrative =~ TTREEEEemaaws
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Summary



Security Integrated SIEMENS
S7-1200 Security Overview — features demonstrated lngenuity for ife

System Integrity

Protection of offline project (UMAC)

Access Protection

Manipulation Protection

v

v

v/ Multifactor authorization
v

v" Know-How Protection
v

0310101010010100

Web Server Access Protection = At s iaision:

03011010103010%
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End of 'Integrated Security Functions' SIEMENS
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THE INFORMATION PROVIDED HEREIN IS PROVIDED AS A GENERAL REFERENCE REGARDING THE USE OF APPLICABLE PRODUCTS IN GENERIC APPLICATIONS. THIS
INFORMATION IS PROVIDED WITHOUT WARRANTY. IT IS YOUR RESPONSIBILITY TO ENSURE THAT YOU ARE USING ALL MENTIONED PRODUCTS PROPERLY IN YOUR
SPECIFIC APPLICATION. IF YOU USE THE INFORMATION PROVIDED HEREIN IN YOUR SPECIFIC APPLICATION, PLEASE DOUBLE CHECK ITS APPLICABILITY AND BE
ADVISED THAT YOU ARE USING THIS INFORMATION AT YOUR OWNRISK. THE PURCHASER OF THE PRODUCT MUST CONFIRM THE SUITABILITY OF THE PRODUCT FOR
THE INTENDED USE, AND ASSUME ALL RISK AND LIABILITY IN CONNECTION WITH THE USE.

THIS GUIDE SHOULD NOT BE USED AS ASUBSTITUTE FOR OR IN LIEU OF A THOROUGH REVIEW AND UNDERSTANDING OF ALL WRITTEN INSTRUCTION AND
OPERATION MANUALS AND GUIDELINES.

THE CONTENTS OF THIS GUIDE SHALL NOT BECOME PART OF OR MODIFY ANY PRIOR OR EXISTING AGREEMENT, COMMITMENT OR RELATIONSHIP. THE SALES
CONTRACT CONTAINS THE ENTIRE OBLIGATION OF SIEMENS.

MODIFICATION AND OR DISTRIBUTION OF THIS CONTENT IS STRICTLY PROHIBITED.
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